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Abstract. Actually the industrial revolution known as Industry 4.0 for
Industrial Internet of Things (110T) has advanced their technology of sensors
and the industry is utilizing massively. The industrial internet of things
(11oT) devices are used in several industry sectors including smart cities,
manufacturing etc., for a collection of data in their process operations and
providing those in the time when it's needed for machines or decision
making. The aim of this research study was focused on a systematic
literature review of actual solutions provided, and possibly come up with a
model of Cyber Security standards for the industrial internet of things (110T).
Considering the facts of previous scientific work conducted there is a
research gap of providing such a solution for the Cyber Security of 1loT
based on the latest cyber-attacks, threats. Emerging technologies including
digital twin, automation, digitalization, cyber security, Internet of things,
5G/6G, and artificial intelligence have increased their development and
spread across the industry by utilizing those but not only by them but also
harmful individuals or organizations. In this work, we focus on providing
Cyber Security for Il1oT protection. Our latest development in security
breaches have experienced events with such advanced cyber-attacks in
methods and techniques. Protection of lloT sensors and industrial
infrastructure has become an urgent need for identifying, prevention,
prediction and response of cyber threats and implementing the right security
controls. Cyber Security for the 110T still is a challenge for the industry, and
since there is a research gap we see it as an opportunity to design a model
where it can advance the Cyber Security level of l1loT and industrial

infrastructure.
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1 Introduction

The IToT have advanced and their applicability has been increased within the industry [1]
and the industrial revolution known as Industry 4.0 has boosted up this trend. IIoT devices
have been utilized across all industrial sectors including manufacturing, smart cities, oil and
gas refineries. Moreover, with all those emerging technologies by mention one of them
Digital twins, the IIoT has become more powerful in the functionality aspects and their
capability to be used in different sectors of industry is shifting, changing how digital and
physical environments are integrated and operated. The IIoT devices have been considered
as a subcategory of the Internet of Things (IoT), they have capability to collect data of
automated devices or robots and send them to the information system (IS) [2].

2 Problem definition and background

The cyber physical systems (CPS) are going under a fundamental transformation by
utilizing big data and analytics. Industry 4.0 and its emerging technologies like Digital twin
within the industry and IoT is shifting the physical world to a digital one. Thus, advancing
technologies are also coming with new threats, especially cyber threats. The utilization of
those technologies from harmful individuals or organizations is a serious risk to the industrial
infrastructure and IloT because lately a variety of cyber-attack has occurred with advanced
methods and techniques.

The pandemic Covid-19 times have increased the threats and cyber-attacks by targeting
mostly the industrial infrastructure including supply-chain, travel, e-commerce etc. and
causing security breach and other losses [3, 4]. Moreover, the traditional security has failed
in the most recent cyber-attacks cases to protect the industrial infrastructure and IIoT. Cyber
Security for the IIoT still is a challenge for the industry to protect from such threats and
cyber-attacks. IIoT sensors are being used to collect, transmit data by the industrial sectors
within it including most of the critical infrastructure [5].

The focus of the study and continuing research is to design a model where it can advance
the Cyber Security level of IIoT and industrial infrastructure.

3 Methodology and preliminary results

The research work is conducted using the methods of a systematic literature review
(SLR) which has been selected to collect, analysis the literature for Cyber Security counter
measurements on IIoT and industrial infrastructure. Moreover, my future work plan is to
conduct further experimentation testing in the lab by following a specified use case scenario
of Industry 4.0.

The sources of research work are found by using Internet searching focusing the most
relevant research papers from databases including IEEE Xplore, Springer, DL ACM, Web of
Science, Scopus and Elsevier. The research question remains to design a model of Cyber
Security standards for the IIoT in order to prevent any cyber-attack situation.

The results of the SLR research work [1] confirm the research gap that there is a need
for the model of Cyber Security standards for the IloT which can be utilized in the industrial
environment. In several periods of time, a common approach of traditional penetration testing
is utilized with the same methods and techniques towards IloT, web application, information
systems etc. [6] [7].

Therefore, continued research on this topic and problem produced a very early model
proposal dedicated to the IloT and industrial infrastructure. The research work on this is
ongoing future work and a series of experimentation testing are planned to be conducted, and
generate results. The design model of Cyber Security standards for the IIoT offers a counter



measurement for threats and cyber-attacks. To prove such, a model will be gone through a
series of experimentation testing by two scenarios with and without the model.

In general, the main line functions of the proposed model of Cyber Security standards for
[IoT could integrate the following:

1) Phase one, commonly penetration testing process well known and proper to
methodologies including OWASP [8] by utilizing also the resources of CVE and
Exploit. Generating the finding results and stored for the following phase two.

2) Phase two, data filtering and sorting operation towards the preparation of a report
of findings.

3) Phase three, make a difference with what we have actual solutions, impact level
sorting is going to be done based on the vulnerability’s categories including high,
medium, and low. Moreover, this phase considers the references [9, 10, 11, 12, 13,
14, 15, 16, 17, 18] where later on this paper is explained as a main base for the
model. This phase generates a process where it is possible to have recommendations
of Cyber Security counter measurements based on phase one, and two findings.

4) Phase four, a component of cost benefit analysis (CBA) will be conducted on the
recommendations of phase three and a final checklist report will be generated by
considering the most valuable solution for protection based on CBA and given to
the organization to consider for further steps of implementation.

Therefore, the below were the description of the main proposed workflow which presents

the model of Cyber Security standards for IIoT and industrial infrastructure. This model can
be applied in the industry for IIoT to protect from threats, and cyber-attacks.

The most used threat model within the sectors of industries is model of STRIDE, which

identifies threats and deep operation technology (OT) and automation, this model can be
combined with other models including qTMM, CVSS, and PASTA [19].
Therefore, this proposed model is under way to be designed and finalized but not only also
take it over an experiment testing in the lab and compare results for further analysis. This
innovative model with integrated Cyber Security for the IIoT and industrial infrastructure
will make sure and provide safe communications. As well, a model functions important to
the whole workflow of it include Cyber threats, exploits and vulnerabilities which are
considered the common industrial attacks [20, 21]. The model, consider and select top
common industrial Cyber-attacks [22, 23] include Advanced Persistent Threats (APTs). The
phase of the experiment lab for us will verify and confirm the results in output of counter
measures. The Table 1 presents the scenario designs for simulation of the model including
industry Cyber-attacks by utilizing advanced hacking techniques and methods related to the
IToT and industrial infrastructure.



Table 1 Simulations scenarios in operation for the model

N Scenario Laboratory setup
o
1.  Scenario I - simulated environment IIoT

- virtual infrastructure of servers

- offensive security environment

- cyber-attacks simulation

- not protected with model

- external data for cyber-attacks type
2. | Scenario II - simulated environment IIoT

- virtual infrastructure of servers

- offensive security environment

- cyber-attacks simulation

- protected with model

- external data for cyber-attacks type

4 Further work and Conclusions

In proposed research the importance of a counter measurement model of Cyber Security
standards for the [IoT and industrial infrastructure, its problem and background.
Moreover, we propose this model of Cyber Security standards for the IloT which can enhance
the security of [IoT and industrial infrastructure in protection from threats, and cyber-attacks.
As further work is planned for an environment to be built and experiment testing labs in
various scenarios of the selected use case for example smart cities application.

Up to this time, the traditional security approach in case of Cyber-attacks within the industrial
infrastructure has not shown proper protection for the time and technological development
which has impact on advancing Cyber-attacks in methods and techniques. We will continue
our research work to provide solutions for the industrial community for their protection in
the Cyber Security world.
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